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Certification (CMMC)

Note:Thiswhitepaper is intendedtoprovideanoverview 
and isnot intended to provide legal advice. For more 
comprehensive information on regulations and their 
implications, please consult your legal counsel.
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Introduction to CMMC

The theft of intellectual property and sensitive information from all 
industrial sectors due to malicious cyber activity threatens economic 
security and national security. The Council of Economic Advisors 
estimates that malicious cyber activity cost the U.S. economy 
between $57 billion and $109 billion in 2016.

The Center for Strategic and International Studies estimates that the 
total global cost of cybercrime was as high as $600 billion in 2017. 
Malicious cyber actors have targeted, and continue to target the 
Defense Industrial Base (DIB) sector and the supply chain of the 
Department of Defense (DoD). 

The DIB sectors consists of over 300,000 companies that support the 
war fighter and contribute towards the research, engineering, 
development, acquisition, production, delivery, sustainment, and 
operations of DoD systems, networks, installations, capabilities, and 
services. The aggregate loss of intellectual property and certain 
unclassified information from the DoD supply chain can undercut U.S. 
technical advantages and innovation as well as significantly increase 
risk to national security. 

As part of multiple lines of effort focused on the security and 
resiliency of the DIB sector, the DoD is working with industry to 
enhance the protection of the following  types of unclassified 
information within the supply chain:   

Federal Contract Information (FCI): FCI is information provided by 
or generated far the Government under contract not intended far 
public release.

Controlled Unclassified Information (CUI): CUI is information that 
requires safeguarding or dissemination controls pursuant to and 
consistent with laws, regulations, and government-wide policies, 
excluding information that is classified under Executive Order 13526, 
Classified National Security Information, December 29, 2009, or any 
predecessor or successor order, or Atomic Energy Act of 19 54, as 
amended. 

Towards this end, the Office of the Under Secretary of Defense for 
Acquisition and Sustainment (OUSD(A&S)) developed the 
Cybersecurity Maturity Model Certification (CMMC) framework in 
concert with DoD stakeholders, University Affiliated Research 
Centers (UARCs), Federally Funded Research and Development 
Centers (FFRDCs), and the DIB sector. 

By 2022, 50% of midsize 

and large organizations in 

mature regional markets 

will use a content 

collaboration 

(previously known as 

Enterprise Sharing and 

Sync -EFSS) platforms to 

implement document 

workflows and improve 

collaboration and 

productivity.

Strategic Assumption in 

Gartner’s Magic 
Quadrant for Content 
Collaboration

FileCloud Recognized 
as a 2021 Gartner Peer 
Insights Customers’ 
Choice for Content 
Collaboration Platforms
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CMMC 2.0
The U.S. Department of Defense (DoD) published an Advance Notice of Proposed 
Rulemaking (ANPRM) on November 17, 2021 which previewed significant changes to 
its Cybersecurity Model Certification (CMMC). The changes will take effect in 9 to 24 months 
from November.

CMMC 2.0 represents DoD’s response after an internal review prompted by over 850 
public comments to the September 2020 “CMMC 1.0” interim rule. While changes are in 
progress, the DoD will not include CMMC requirements in its solicitations. Contractors are 
advised to continue to follow the current cybersecurity “assessments framework,” which focuses 
on compliance with National Institute of Standards and Technology’s (NIST) Special Publication 
(SP) 800-171 controls and the Basic Assessments required.

CMMC 2.0 will replace CMMC 1.0’s five-level model with three levels of progressively increasing 
cybersecurity requirements. Each level is keyed to independent standards (e.g. Federal 
Acquisition Regulation (FAR), NIST requirements). The new model also increases third party 
assessor oversight and eliminates CMMC-unique practices and “maturity” requirements.

The revised program structure and requirements were created to meet the goals of the 
internal review.

• Encourage accountability while minimizing barriers to DoD compliance
• Protect sensitive information to protect and enable warfighters
• Establish high professional and ethical standards to maintain public trust
• Contribute to a collaborative culture of cybersecurity and cyber resilience
• Enhance DIB cybersecurity to meet changing threats
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CMMC 2.0 Improvements
More Speed and Flexibility – Allows waivers of CMMC requirements and lets companies create 
Plans of Action & Milestones to obtain certification under certain circumstances.

Less Expensive – Allows all Level 1 (Foundational) and a subset at Level 2 (Advanced), to show 
compliance through self-assessments.

Streamlined Requirements – CMMC 2.0 focuses on the most critical requirements, reducing the 
model from 5 to 3 compliance levels.

Use of Widely Accepted Standards – The model now uses National Institute of Standards and 
Technology’s (NIST) cybersecurity standards and removes CMMC-unique practices.

More Accountability –  Increases oversight of professional and ethical standards of third-party 
assessors.

https://www.getfilecloud.com/


CMMC 2.0 Controls and Requirements
These are the new requirements for tiered entry in the three-level model:

CMMC 2.0 Level 1 – “Foundational“

Level 1 must match the same 15 controls as FAR52.204-21 “basic” controls to protect Federal 
Contract Information. There are annual certifications and self-assessments by company 
leadership. This is essentially the same as the previous model.

CMMC 2.0 Level 2 – “Advanced”

CMMC 2.0 Level 2 is based upon the old CMMC 1.0 Level 3. However, the new Level 2 CMMC 
control lowers the number of required controls to 110 controls in the SP 800-171 Revision. 2 
(NIST SP 800171). This eliminates 20 additional CMMC 1.0 Level 3 controls.

There will be a division between “prioritized” and “nonprioritized” acquisitions based on the 
sensitivity of information involved. An example of a prioritized acquisition might be one that 
includes Controlled Unclassified Information (CUI) related to weapons systems. A nonprioritized 
acquisition might include CUI regarding military uniforms. Details about prioritization will be 
released in future rulemakings.

Prioritized acquisitions will need an independent third party assessment (C3PAO) every three 
years. Nonprioritized acquisitions only require an annual self-assessment and certification.

CMMC 2.0 Level 3 – “Expert”

Level 3 of CMMC 2.0 will replace Levels 4 and 5 in CMMC 1.0. Most importantly, acquisitions at 
the new Level 3 “Expert” level will require triennial government-led assessments. In addition to the 
110 controls that are required for the new Level 2 certification, Level 3 certification will require 
compliance with NIST’s SP 800-172.

https://www.getfilecloud.com/
https://www.acquisition.gov/far/52.204-21-0
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-172.pdf
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CYBERSECURITY MATURITY MODEL CERTIFICATION 

Domain Requirements How does FileCloud Comply?
Access Control (AC) • Establish system access

requirements
• Control internal system access
• Control remote system access
• Limit data access to authorized
users and processes

FileCloud support integration with Active 
Directory, LDAP, and SSO.  In addition, 
FileCloud integrates your Network Shares 
with NTFS permissions to provide you 
with better access control  of the data 
your users are allowed to view, upload, 
download, share, sync, or manage.

Within FileCloud you can create users and 
groups, and assign  permissions and 
policies to them to allow or prevent them 
from accessing your data.

FileCloud also supports DLP and granular 
folder permissions.

Asset Management (AM) • Identify and document assets
• Manage asset inventory

FileCloud's Centralized Device 
Management allows you to view all the 
devices that have access to FileCloud using 
our mobile and desktop clients.  FileCloud
also includes functionality for creating 
reports of  these  devices  to aid you in 
creating your inventory report.

Audit and Accountability 
(AU) 

• Define audit requirements
• Perform auditing
• Identify and protect audit
information
• Review and manage audit logs

FileCloud's auditing capabilities enable 
you to review who, when, where, and 
what are involved each time FileCloud is 
accessed. 
FileCloud also supports SIEM integration.

FileCloud's data governance capabilities 
allow you to apply multiple retention 
rules to avoid the deletion of auditable 
records you want to store in FileCloud.

Awareness and Training 
(AT) 

• Conduct security awareness
activities
• Conduct training

To complement your internal employee 
training, FileCloud provides you with  
extensive information about applying best 
security practices while using FileCloud.

FileCloud also offers end-user training.

FileCloud Supports Your CMMC Efforts
Below are the ways that FileCloud provides the necessary capabilities for organizations to achieve 
CMMC compliance. 

We aid your CMMC compliance efforts under the shared responsibility model. The end-user is 
responsible for utilizing suitable FileCloud capabilities, as well as managing and maintaining the 
environment where FileCloud is being hosted to ensure that CMMC requirements are being met.

https://www.getfilecloud.com/
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Configuration 
Management (CM) 

• Establish configuration
baselines
• Perform configuration and
change management

FileCloud contains multiple configuration 
capabilities including but not limited to:
-Centralized Device Management
-Content Classification
-DLP
-Global Policies
-Specific device configuration policies.
-Customization
-Data Governance.
-User password enforcement
-Private sharing permissions.
-Granular folder level permissions.

Identification and 
Authentication (IA) 

• Grant access to
authenticated entities

Besides FileCloud's proprietary user 
authentication, FileCloud supports 
integration with Active Directory, LDAP, 
and SSO. 

FileCloud also supports Duo Security 
integration and 2FA.

Incident Response (IR) • Plan incident response
• Detect and report events
• Develop and implement
response to a declared
incident
• Perform post incident
reviews
• Test incident response

FileCloud’s data governance dashboard 
displays  potential rule violations such as 
DLP violations or retention policy 
violations.

FileCloud workflows  enable you to 
automate report generation, device 
approval, and other tasks.

Maintenance (MA) • Manage maintenance Using FileCloud workflows, 
administrators have the ability to 
perform automatic maintenance tasks 
within FileCloud, for example, deleting 
files after a specified amount of time or 
disabling users who have not accessed 
FileCloud in a specific amount of time.

FileCloud also supports automatic audit 
log trimming and exporting to a location 
defined by the administrator.

Media Protection (MP) • Identify and mark media
• Protect and control media
• Sanitize media
• Protect media during
transport

FileCloud's antivirus integration via 
ClamAV or ICAP protocol enables you to 
verify the integrity of files as they are 
uploaded.

FileCloud's DLP provides you with 
granular control over your data.

FileCloud supports in-transit encryption 
via HTTPS/SSL.

https://www.getfilecloud.com/
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Personnel Security (PS) • Screen personnel
• Protect CUI during personnel
actions

FileCloud's Smart classification and DLP  
enable you to classify your data based on 
DLP rules that deny or allow downloads  or 
sharing.

Physical Protection (PE) • Limit physical access Not Applicable

Recovery (RE) • Manage backups
• Manage information security
continuity

The FileCloud Server Backup tool creates 
backs up your data automatically.

Risk Management (RM) • Identify and evaluate risk
• Manage risk
• Manage supply chain risk

Not Applicable

Security Assessment (CA) • Develop and manage a system
security plan
• Define and manage controls
• Perform code reviews

Not Applicable

Situational Awareness (SA) • Implement threat monitoring Not Applicable

Systems and 
Communications Protection 
(SC) 

• Define security requirements
for systems and
communications
• Control communications at
system boundaries

Not Applicable

System and Information 
Integrity (SI) 

• Identify and manage
information system flaws
• Identify malicious content
• Perform network and system
monitoring
• Implement advanced email
protections

Not Applicable

https://www.getfilecloud.com/
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About Us

FileCloud is a hyper-secure content collaboration platform (CCP) that 
provides industry leading compliance, data governance, data leak 
protection, data retention, and digital rights management capabilities. 

Workflow automation and granular control of content sharing across 
most enterprise platforms is fully integrated into the complete CCP 
stack. The platform offers powerful file sharing, sync, and mobile 
access capabilities on public, private, and hybrid clouds. 

Our software provides the necessary capabilities for organizations to 
achieve CMMC compliance. We support your CMMC compliance 
efforts under the shared responsibility model. The end-user is 
responsible for utilizing suitable FileCloud capabilities, as well as 
managing and maintaining the environment where FileCloud is being 
hosted to ensure that CMMC requirements are being met.

FileCloud is headquartered in Austin, Texas and is used by millions of 
users around the world, including top Global 1000 enterprises, 
educational institutions, government organizations, and managed 
service providers.   

FileCloud is enjoyed by 

millions of users around 

the world including Global 

2000 enterprises, 

government organizations, 

educational institutions, 

and managed service 

providers.

“We liked FileCloud’s 

pricing, comprehensive 

feature set (branding, 

encryption) and the 

responsive support”

Stewart

Fax: +1(866)824-9584Website: www.filecloud.com13785Research Blvd, 
Suite 125 Austin TX 78750

Phone: +1(888)571-6480Email: sales@filecloud.com

https://www.getfilecloud.com/
http://www.getfilecloud.com/
mailto:sales@codelathe.com
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