FileCloud Helps You Comply With GDPR

PRIVATE CLOUDS

Enterprise File File Sync Cloud Storage PUBLIC CLOUDS
Sharing

HYBRID CLOUDS

X

GDPR Data Residency Cost Savings
Compliance

www.getfilecloud.com ﬁ FILECLOUD



FileCloud Provides a Set of Easy-to-use Features
FILECLOUD HELPS YOU MEET GDPR
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Policy Settings - GDPR

Note: Some policy settings will not be apphcable for Guest and Limited users.

General 274 User Policy Client Application Policy Device Configuration Notifications

Share mode Allow All Shares

Set Share Mode

User Storage Quota m 2 G8

Specify storage quota. 0 implies Unlimited Quota

Enable Privacy Settings ‘ YES v

Enables/disables privacy settings

B -

£ Manage Settings

& Admins
AGE Server Storage Authentication Admin Database Email Endpoint Backup Lic
IS Team Folders - o . .
General User Password Notifications Share Preview Helper Directory S
£ Network Folders e ——
—
| UserShares [
. Privac
@, Folder Permissions Y
DEVICES User Consent Dialog Your username, email id, and IP address
Text and will be logged along with your site
O Devices actions for auditing and data protection
Sher. purposes. If you don't wish to share,
please click 'cancel’. By saying no. you
@& Audit will not be able to log into your -
account. e
Enable U g
n a e Se r Anonymous User Your IP address and will be logged -~
User Locks i - y - .
B Consent Dialog Text along with your site actions for auditing
CO n S e nt A Workflows and data protection purposes. If you
don't wish to share, please click ‘cancel’.
Reports By saying no, you will not be able to
log into your account.
Q, Federated Search D
SETTINGS
£+ Settings Anonymize Data
CUSTOMIZATION
. [za] Customization
www.getfilecloud.com e

2
User
consent

Confirm

Your IP address and will be logged along with your site actions for auditing and data
protection purposes. If you don't wish to share, please click ‘cancel’. By saying no, you will
not be able to log into your account. (If you are younger than 16 years old, your parent or
Guardian must consent)

n | Cance‘ ‘
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Introducing Pattern Search —Helps to meet GDPR

www.getfilecloud.com

Helps with GDPR

compliance

Predefined complex

patterns

Federated search:
search across all users

Search Results

"
Pross At

O 41 O teame Oy O Cortert oty ® pamern O Metasata

® Atfietoisers O Fies Oy O Feiders Oty

® 41 O seeaes

Q  Search 2
A
Advanced Search x
Pattern
ABA Routing Number
Belgium National Number
o Credit Card Number
Croatia Identity Card Number
Croatia Personal Identification (OIB) Number
Search Type Czech National Identity Fard _Number
Denmark Personal Identification Number
EU Debit Card Number
Path Finland National ID
Selection Finland Passport Number
France Driver's License Number
selected France National ID Card (CNI)
France Passport Number
Path France Social Security Number (INSEE)
German Driver's License Number
File Type German Identity Card Number
German Passport Number
Greece National ID Card
Date Intemnational Banking Account Number (IBAN)
1P Address
Results Ireland Personal Public Service (PPS) Number
Couk Italy Driver's License Number

g

Netherlands Citizen's Service (BSN) Number
Norway Identification Number

Poland Identity Card

Poland National ID (PESEL)

Poland Passport

Portugal Citizen Card Number

Spain Social Security Number (SSN)
Sweden National ID

Sweden Passport Number

SWIFT Code

UK. Driver's License Number

UK Electoral Roll Number

UK. National Health Service Number
U.K. National Insurance Number (NINO)
U.S. / UK. Passport Number

}Q Search

IZ ™ EGLOUD
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HOME
Sl e 0”2 3 I
4+ Dashboard

USERS/GROUPS :
Found more than 50 matches. Refine search for fewer results Q Search Agaifl & Download Results

& Users
oot New Text Document.ixt
‘& Groups D rbellante/New Te 48
£ Admins
MANAGE resourcelame 574854bb144d0825133604. dat
fe Team Folders Content-Type text/plain; charset=I50-8859-1

Network Folders
& TEST

Search for Pl o

Folder Permissions test file.ot
DEVICES
[ Devices 08
MIsC.
@ Audit B

Alerlso

‘Workflows

a
B User Locks
a

&0 U000

PM 53 KB
Q, Federated Search
now on 1/16
Test Interlibrary Loan Request Form TransactionNumber: =* Call #: Location
£F Settings
-~ .
HOME @ Audit
¢+ Dashboard
USERS/GROUPS | Q, | Search Term ‘ ‘ =] | Filter Start Date | | =] | Filter End Date

Filter

N .
& Users | Operation Filter : Common AR ) ‘ ‘ Show 10 Items v /
% Groups N —_
. User name NMessage P Created On
& Admins

e . MANAGE jio jio publicly shared ﬂio/ﬁeam
Sea rCh for ACtIVltIeS = Team Folders Jio Jio logged in OK

196 Web browser 2018-Jan-17 11:16 PM

Web browser 2018-Jan-17 11:15 PM
£ Network Folders admin {admin) admin {admin) logged in OK Web browser 2018-)Jan-17 11:14 PM
= User Shares mykhailo mykhailo logged in OK Unknown 2018-Jan-17 10:47 PM
@, Folder Permissions mykhailo mykhailo logged in K Unknown 2018-Jan-17 09:59 PM
DEVICES mykhailo mykhailo logged in OK Unknown 2018-Jan-17 09:13 PM
L) Devices mykhaile mykhaile legged in OK Unknawn 2018-Jan-17 08:26 PM

MISC. i . i

mykhailo mykhailo logged in OK Unknown 2018-Jan-17 07:25 PM
@ Audit

mykhailo mykhailo logged in OK Unknown 2018-Jan-17 06:23 PM
J % Alert:@

mykhailo mykhailo logged in OK Unknown 2018-Jan-17 05:53 PM

& User Locks
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Right to Be Forgotten
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User Details

Delete User Data

Mame choice one

Email avs@choicecnezngin
earing.com

Last Login --

Group Manage

Total Quota
Used CQuota
Lovzilable Quota

Used Storage

2 GB
b3 MB
2 GB

O kK ~ o

%)

www.getfilecloud.com

Mobile Manage  Manage Reset EmAl Delets ge  Manage
Devices Files Shares  Password  Passwo Account licy Backups
F
Access Level Full ¥
Authentication Default ht

Anonymize User Activities

Anonymize user data

Username ‘

Email }

IP Address ‘

Anonymizes username, email, [P with a non-traceable ID and this action cannot be un-
done.

Anonymization action cannot see activity outside this FileCloud instance in backup
system and/or web, database server logs. You must search and remove references from
those separately.
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Data Portability

X

User Right to Right to be
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Export User Files

Manage files for choice one

7 Deleted Files ‘

Name

Size

Modified

/ | ACTIONS

(] [ MyFiles

Export User Activity Data

Manage Audit Logs

Start Date (Optional)

End Date (Required)

2017-01-04

2018-01-25
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Data Protection Officers (DPO)

User Right to Right to be Data
consent access forgotten portability
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Add new DPO accounts as additional sub admins

¢4 Dashboard

:gﬂ Manage Admin Select Admin User v

USERS/GROUPS

- > Q
& Users Operations /uthcrized\
ot
wr Groups Users )
~ .
i’ Admins Groups O
MANAGE
Netwark Share [m]
E=  Team Folders
User Share =]
& Network Folders
Device Management O
7> User Shares
Audit @]
@, Falder Permissions
Settings ]
DEVICES
[l Devices System 8
MISC. Alert O
@ Audit Files ]
A Alerts0 Encryption @]
& User Locks wiorkflow O
A Workflows Locks =]
i= Reports Folder Permissions =]
() Federated Search Reports @]
SETTINGS Team Folders =]
£ Settings Rich Dashboard ]
CUSTOMIZATION
Federated Search 0

[Za] Customization

(
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